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ABSTRACT

The existing computer environment, numerous mobile environments and the internet
environment make human life easier through the development of IT technology. With the
emergence of the mobile and internet environment, data is getting bigger rapidly. From
this environment, we can take advantage of using those data as economic assets for
organizations which make dreams come true for the emerging Big Data environment and
Big Data security services. Nowadays, Big Data services are increasing. However, these
Big Data services about Big Data security is insufficient at present. In terms of Big Data
security the number of security by Big Data studies are increasing which creates value
for Security by Big Data not Security for Big Data. Accordingly in this paper our research
will show how security for Big Data can vitalize Big Data service for organizations. In
details, this paper derives the priorities of the components of Big Data Information Security
Service by AHP.
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The age of
Internet/Mobile
Pc Era Mobile
SNS
Mainframe €
= - 1P 1PC B of Big Data
1870 1980 1990 2000 2010 2020 2030
Full-Scale ZB age
EB (Exa Byte) ZB (Zetta Byte) | s -
Scale Data (19905 - 100EB) (2011s=1.87B) — ‘zni;;l;;:’:gié“ﬂ?;“d :>

Data type

structured data I:' unstructured data Machine I?:?; Cognitive
OF. Office Information) (E-mail, Multimedia, SNS) RFID, Sensor data, Satellite data
Nature of Data | Structuralization I:' Variety, Complexity, Social I:' Reality, Real Time. |:>

(Figure 1) Tend of Increase the Amount of Information Around the World(15)
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Future Society characteristics and role of Big Data

Future Society characteristics Role of Big Data

- Pattern analysis and future outlook based on social phenomena real world
data.
Uncertainty [ Insight - Scenario simulation for various potential.
- Suggesting insights considering multifaceted situation.
- Flexibly handle changing condition by the number of scenarios.

- Risk analysis through pattern analysis of environment. fiction. monitoring
inf ion over signal capture.
. . - Issues recognize from the picture. then analyze it. Based on picture analysis
[ Risk } — [ Responsiveness rapid decision making and support real time response.
- Enh: t y of ies and countries management and reduce
waste elements.

- Possible situational awareness through large scale data analysis, artificial
intelli and other services.

. - Personalized, intelligent services offer expand.
[ Smart ] — [ CDI‘I’IPE‘tItIVe - Support the optimal choice through the social needs analysis assessment.
credit, rep ion analysis.
- Expand product competitiveness through the analysis of customer trend
change.
- Creative new value through interaction of different field such as Medical
inf ion, Automobile information. Construction information. Environment
[ Convergence } — [ Creativity information.
- Complex g data lysis by i correlation to improve the

safety of trial and error to minimize.
- Utilizing large amount of data to create convergence market.

(Figure 2) Future Society Characteristics and Role of Big Data(15)
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(Table 1) Mapping between Info. Security Governance and Info. Security
Evaluation level Components

z || = z | = S| &z
SIE|E|2|B|E|E|E|B|E
. . 7 S || o | = S | = | =
Information Security FIEIR|IZ (=28 |%5|8]|8
Code S |2 | & |5 Elx|=|=
Components 5 = = %
O | B E > = =
2 | = =
2 g &=
&
1 Corporate governance 0O O | O |30%
2 Info. security strategy O | O (0] 30%
Leadership in terms of
3 guidance and executive level OO0 | 0] O 40%
representation
4 Security organization OO [O]O0O]0O0O|]0O0]0O0] O] 0] O [100%
5 Secunty pghmes, standards, olololololololol ol ol
and guidelines
6 Megsurement/Metnc/Retum 0 ol o 20%
on mvestment
7 Compliance and monitoring O| 0| O O]l O | OO0 ] O] O 9%
8 User management O]O0O | O] 0O0]O (0] O | O |80%
9 User awareness, training and olololololololo!l ol ol
education
10 Ethical values and conduct O 10%
11 Trust 0O 10%
v Certification against a 0 ol o 30%
standard
13 Best. pract'lce and baseline olololo 40%
consideration
14 Asset management Ol 0[O0 ]0O0]|] 0] O O O] O |90%
15 Physical and environmental olololololololo!l ol o s
controls
16 Technical operations control Ol 0|00 O] O O | O |100%
17 Business continuity plaimsning | O | O | O | O (0] O | O |90%
18 Disaster recovery planning O]0O0|O]O (0] O | O | 8%
19 Risk assessment process Ol OO O0O0]|O0O O O | O |80%
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(Table 2) Big Data Security Components
Code | Big Data Security Components
3 Security organization Ol0lO0O|1O0O[O|O|O|O0O|O0O] 0O |100%
g | Security policies, standards, and | | 1 | o | oo lo|o]|o]| o]
guidelines
6 Compliance and monitoring O] O | O O] OO |0O0] 0] 0O]9%%
7 User management O|l0lO0|0O0|O0 0O O | O | 8%
3 User awareness, training and olololololololo!lo!lo 0%
education
14 | Asset management O|]O0O|lO0O|O0O]0O0]O0 O] O | O | 9%
5 Physical and environmental olololololololo!lolo |
controls
16 | Technical operations control OO0l O0O]O[O]O0O]0O0]|0O0] 0] 0O |100%
17 | Business continuity planning O]O0O|0O0O]0|O O] 0| 0| 0O |9%%
18 | Disaster recovery planning O] O | 0|0 O] O] O O |80%
19 | Risk assessment process O|l0l0O0|0O0|O0 0O O | O | 8%
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Monitoring

Security Security |Compliance & User User Assets Physical Technical BCP DRP Risk
rganization Policy Monitoring Control Control Management
Security
1.5368 2.2036 0.8325 1.5692 1.5887 1.6686 0.8687 0.7056 1.4685
1.34 1.4685 17532 0.9475 07411 09161 1.5574 1.0553 06322
Compliance
& 0.6607 0.5949 1.1962 0.671 15123

Assets
Management

Technical
Control

1.4051 1.4479 1.0134 1.0914 1.4931

1.2457 1.4479 14182 1.0149 0.5419

(Figure 4> The Geometric-mean value of Big Data Security Components
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Consistency Index 0.067
Security | Security Compliance &|  User User Assets | Physical | Technical 8P DRP Risk
Organization |  Policy | Monitoring |Management | Awareness \Management| Control | Control Management
Vieight 0.120 0.091 0.080 0.091 0.093 0.093 0.075 0.091 0.077 0.092 0.097
(Figure 5> Weight of Big Data Security Components
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(Table 3) Priorities of Big Data Security Components

Big Data Security Components Weight Priorities
Security organization 0.120 1
;ﬁic(?éllitge Spohaes, standards, and 0.091 5
Compliance and monitoring 0.080 6
User management 0.091 5
User awareness, training and education 0.093 3
Asset management 0.093 3
Physical and environmental controls 0.075 8
Technical operations control 0.091 5
Business continuity planning 0.077 7
Disaster recovery planning 0.092 4
Risk assesment process 0.097 2
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